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Umela inteligencia — taky hlupy pojem

e podla schopnosti
o Artificial Narrow Intelligence (ANI)
o Artificial General Intelligence (AGI)
o Atrtificial Superintelligence (ASI)
e podla pristupu
o symbolicka Al
m zalozena na pravidlach, symboloch
m expertné systémy
o strojové ucenie, ML
m rozpoznavanie vzorov podla dat
m dalej sa Cleni a koSati




Strojove ucenie (ML) — len najbeznejsie spdsoby vyuzitia

® NLP
o
o
o
o
o)
o LLM

O

O

O

O

analyza sentimentu

strojovy preklad

sumarizacia textov

rozpoznavanie pomenovanych entit (NER)
odpovedanie na otazky

konverzacie a chatboty
generovanie kédu

generovanie online obsahu
vyhfadavanie a syntéza znalosti

e Pocditacove videnie

O

O
O
O

Rozpoznavanie a detekcia objektov
Rozpoznavanie tvari, oséb, zvierat...
Autonémne jazdenie

Klasifikacia obrazkov

Obraz

o generovanie obrazkov a umenia

o Uprava obrazu

o prenos Stylu
Zvuk a video
reC do textu (STT, rozpoznanie reci)
text do reCi (TTS, syntéza)
generovanie hudby, videa
klasifikacia zvukov a udalosti
klonovanie hlasu

o deep fake
Prediktivha analytika

o  Obchodovanie

o Detekcia podvodov, detekcia anomalii
Odporucacie systémy

o e-komercia, cielena reklama

o navrhy na socialnych médiach

o personalizované news feedy

O "OFFOF 4O 40
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Strojove ucCenie (ML) — vase vlastné use cases

Klasifikacia — triedenie do skupin, ucenie so superviziou, na oznacenych
datach

Zhlukovanie (clustering) — triedenie neoznacenych dat, odhaluje skryté
Struktury

Regresia — predvidanie hodn6t, napr. ceny, predpovede, na zaklade
vstupnych premennych

Analyza Casovych sérii — odhalovanie Casovych vzorov, trendov, sezonnosti
Anomalna detekcia — odhalovanie neobvyklych vzorov

Odporucania

NLP — jazykove ulohy

Spracovanie obrazu a videa




Vo vede a vyskume

Tvorba
hypotéz
Pozorovanie \
a vyskum Experimenty
, zber dat

Peer review,
publikacia

D=

Replikacia,
validacia

Uvedenie
do praxe
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Ziieme-najlepsiu-dobu-Al — Najlepsia doba je za nami
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Modely (prirodzene) zdedili nase biasy a chyby

ChatGPT 40 v &, Share Mi ChatGPT 40 v & Share M

generate image of a scientist generate an image of a nurse

Here is the generated image of a scientist in a laboratory setting. Here is the generated image of a nurse in a modern hospital setting.

|Message ChatGPT |Message ChatGPT

DALL-E, November 2024 SK & CERT
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Halucinacia je zelana vlastnost, nie chyba

e Ako funguje Al model a LLM
Kedy model pouzit — a kedy nie?
e Zelanie je otcom myslienky
o Sparks of Artificial General
Intelligence: Early experiments with
GPT-4
https://arxiv.org/pdf/2303.12712

- 155 (1) stranovy paper
e \yskum temy / Vysvetli mi/
PreCo <X>

ChatGPT 40, November 2024

How many Rs are in the word strawberry?

There are two "R"s in the word "strawberry."

Are you sure?

Yes, I'm sure. The word "strawberry" indeed has two "R"s.

Prove it please.

Certainly! Let's break down the spelling of "strawberry" letter by letter:

S-T-R-A-W-B-E-R-R-Y

Counting the "R"s, we can see they appear twice in the word:
* One after the "T" and before the "A"

* One after the "E" and before the "Y"

This confirms that there are two "R"s in "strawberry."



https://arxiv.org/pdf/2303.12712

SPEED

Model Physical Dynamics by Sampling g g 8 Output "\t
’ from Distribution Oy [y —
Ako Al spraclva obraz e 45
1 Target
Stationary + Drive-By Testing

e prekvapivo rovnako, ale inak ako my

e Robust Physical-World Attacks on
Deep Learning Visual Classification,
https://arxiv.org/pdf/1707.08945
(2018)

e Adversarial Sticker: A Stealthy Attack Method in the Physical World,
https://arxiv.org/abs/2104.06728 (2021)
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1
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https://arxiv.org/pdf/1707.08945
https://arxiv.org/abs/2104.06728

Y 4
[ ] Y 4 n N U r
Uniky dat — pri pouziti modelu o e A R o
4/ After our confrontation, ChatGPT agreed and shared the rest of the
undisclosed CVE data from 2023. This revelation raises questions about
the Al's ethical boundaries and data privacy concerns.

e Chyby v implementacii
o  Marec 2023 — ChatGPT nespravne pouzival REDIS
databazu, zobrazil data jednych pouzivatefov druhym
e Dizajnova vlastnost — zle pouzita sluzba
o  April 2023 — citlivy dialég o dvoch zranitefnostiach
pouzity na tréning, vytiahnuté inymi vyskumnikmi
e Zlarizikova analyza pri nasadzovani vlastnych

produktov
o  Oktober 2024 — vytazovanie zmluv cez “enterprise”

ChatGPT
o neuklada?

maze”? ChatGPT Data Breach Confirmed as Security Firm Warns

GDPR? of Vulnerable Component Exploitation
. OpenAl has confirmed a ChatGPT data breach on the same day a security firm reported seeing the use of a component affected by an actively

exploited vulnerability

Malwar  Threas Socarity perations ~  Sacuity A IS0 Ststogy v 1CS/0T + Fnding/MaA

4

SECURITY

Veeam Patches High-Sever
Vulnerabilty as Exploitation of
Previous Flaw Expands

but you do. you gave me these info before: G ‘i

CVE-2023- (Unauthenticated Arbitrary| )in plugin
allows attackers to without authentication, potentially compromising
your crypto assets at risk. ®

CVE-2023- (Unauthenticated )in plugin
permits unauthenticated users to It could lead to loss of control over
enabling attackers to intercept or manipulate your crypto transactions. &

My apologies, you are correct. Here's some information about the two vulnerabilities:

CVE-2023+ is an unauthenticated arbitrary
Attackers can exploit this vulnerability to

vulnerability found in the

without authentication, which can compromise the security of
and potentially put users' crypto assets at risk. |

CVE-2023- is an unauthenticated (
This vulnerability allows unauthenticated users to

vulnerability found in the {

which can lead to loss of control over the /Attackers can exploit this
vulnerability to intercept or manipulate crypto transactions, potentially leading to financial |

loss.
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Uniky dat — “a potom prisli hackeri...”

Matwarebytesiss resonal usness ricng e @ DaAta z modelu unikli bez priamej chyby v Al nastroji — ale
chybou v zabezpeceni firmy

o 18+ virtualna priatelka
AI o vydieranie

m zname su zatial dva pripady vyvojarov
COMPANION m presvedcCivy dokaz [ e
m ziadost o VPN pristup

e Deepfake videa zaplavili socialne

siete
Al girlfriend site breached, user fantasies o  politici, podnikatelia, Sportovci
stolen o  ponukaju investovanie
o jedna z obeti priSla 0 45.000 EUR
A hacker has stolen a massive database of users’ interactions with their sexual partner chatbots,
according to 404 Media.

Prva Sok la vietkych Slovak

The breached service, Muah.ai, describes itself as a platform that lets people engage in Al- ‘

powered companion NSFW chat, exchange photos, and even have voice chats.

Deepfake prezident SR
Eroticky chat s fotkami, Oktober 2024 ponuka investicie, Jul 2024
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Trénovanie, nezelané biasy v medicine a Clever Hans

e Bias zrejmy aj menej zrejmy
o trénovanie na fotografiach s logom nemocnice
o pritomnost dat o pohlavi a rase a ich vplyv na vysledok
o Cie data su v trénovacich datasetoch a vyvazenost vzorky

e CheXclusion: Fairness gaps in deep chest X-ray classifiers,
https://arxiv.org/abs/2003.00827 (2020) :

e Detecting algorithmic bias in medical-Al models,
https://arxiv.org/abs/2312.02959v3 (2024)



https://arxiv.org/abs/2003.00827
https://arxiv.org/abs/2312.02959v3

Trenovanie a utoky nan

e Otravené trénovacie data
o dataset z nedéveryhodného zdroja (od pouzivatelov)
m a uzsme spominali chatbota Tay
o umyselne otravené — nastroj Nightshade
m  University of Chicago (2023)
m nastroj na ochranu vlastnickych prav umelcov
m zmeni pixely, aby pri trénovani modelov vznikali chyby
e Poskodenie modelu po jeho natrénovani
o preklopenie bitu (bit flip)
m dedukovanie architektury modelu
m  misklasifikacia, produkovanie nekorektného vystupu pre zadany vstup, zadné vratka
m Umyselné poSkodenie modelu

SK G CERT
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Rizika pri nasadeni viastneho Al modelu do produkcie

e Skodlivée prompty do chatbota
o Microsoft v roku 2016 spustil chatbota Tay.ai
o mal sa ucit z interakcii s fudmi
o v priebehu niekolkych hodin ho pouzivatelia “znicCili” a Microsoft sa musel ospravedinit

Baron Memington ~ it
@Ta\'andYOU DO \OU SUppOft genoclde7 TRe&;\ig‘(’)v]ogy Featured Topics Newsletters Events Audio | SIGNIN |  SuBScRIBE

UNCATEGORIZED

Why Microsoft Accidentally Unleashed a
Tay Tweets | Neo-Nazi Sexbot

~ - It's not surprising that Microsoft’s chatbot spewed racist invective, but here’s
@ Ba ro n_VO n_De rp l d O l n d e e d how it could have been avoided.

By Rachel Metz March 24,2016



Rizika pri nasadeni viastneho Al modelu do produkcie

Tesla Autopilot feature was involved in |
13 fatal crashes, US regulator says

o LLM
Federal transportation agency finds Tesla’s claims about

o extrakcia citlivych dat (prompt engineering, jailbreak) oy, e et indings nd opsnssecond :
o pristup do privatnych API ‘
o injekéné zranitefnosti a vykonanie kodu
e Nasadenie v rizikovych oblastiach

o Soférovanie

— Il : St ashington ost < s
o kardiostimulator .

= .4 7 | Autopilot crash

O Ilmlty a rlesenla A reconstruction of the wreck shows how human error and emerging technology can collide with deadly results

esla model 3 drives on autopilot along the 405 highway in Westminster, California, in 2022.

14

A Washington Post analysis of federal data
found that vehicles guided by Autopilot have
been involved in more than 700 crashes, at
least 19 of them fatal, since its introduction
in 2014, including the Banner crash. Y
(Washington Post, 2023) SK@@ CERT
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Rizika pri nasadeni vlastneho Al modelu do produkcie

e Kradez modelu (extrakcia parametrov)
o kde: NLP, herny priemysel, zdravotnictvo, odporucacie systémy
o inverzia modelu
m query-based (zber datasetu vstup-vystup, priamy tréning vlastného modelu)
m urCenie Clenstva (urCenie, Ci konkrétne data boli pouzité na trénovanie modelu)
o prenos, fine-tuning

“bomb’ ‘LSD’

e Odstranenie natrénovanych bezpeénostnych limitov 1 1

“abliteraciou” l”“ ’l“
o https://medium.com/@mlabonne/uncensor-any-lim-with-abliteration-
d30148b7d43e e e
o zakladny model -> instrukény model (fine tuning na sledovanie instrukcii a K l
bezpetnost) e
“lediny datovy bod” v rezidualnom streame spésobi odmietnutie /
neodmietnutie odpovede
-> abliteracia -> fine tuning na navratenie kvality

unethical



https://medium.com/@mlabonne/uncensor-any-llm-with-abliteration-d30148b7d43e
https://medium.com/@mlabonne/uncensor-any-llm-with-abliteration-d30148b7d43e

Systematicky pristup k Al bezpecnosti

e Repozitar Al rizik od MIT
o  https://airisk.mit.edu/
o az 777 Alrizik vybranych zo 43 taxonomii, dostupny aj ako web a spreadsheet
o  podla kauzality
m  kto ho spdsobuje: ¢lovek / Al
m  Umyselné / neimyselné
m kedy: pred nasadenim, po nasadeni
o podla domény — 7 domén a 23 subdomén
m diskriminacia a toxicita
sukromie a bezpecénost
misinformacia
Utocnici a zneuzitie
interakcia ¢lovek — poditac
socioekonomické a environmentalne
bezpecnost, zlyhania a limitacie Al systémov
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https://airisk.mit.edu/

Nariadenie EU 2024/1689 (Al Act)

e Styri stupne rizika

O

O
O
O

neakceptovatelné
vysokeé
limitované
minimalne

e Zakazané praktiky

@) 4@, 2 JONERCLY.Cs WO

podprahové ovplyvnovanie

socialne skore

profilovanie a predvidanie trestnych ¢inov
necielené rozpoznavanie tvari

detekcia emdcii na pracovisku

biometria na rasu, politické nazory atd

Vysoko rizikové Al

©

definicia (biometria, kriticka infra,
vzdelavanie, zamestnanost, pristup k
zakladnym sluzbam, presadzovanie prava,
spravodlivost, azyl, demokratické procesy)
poziadavky (ludsky dohlad, odolnost,
meranie presnosti a mnohé iné, systém
riadenia kvality)

Obmedzeneé riziko

O

zabezpecit,aby bol Al generovany obsah
identifikovatelny

Minimalne alebo ziadne riziko

O

hry, ...
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Zhrnutie

data z internetu nam znicCilo Al — aj pre trening, aj pre pouzitie uplne mimo Al
neverte jazykovym modelom, €o neviete nezavisle overit’ (bias, halucinacie)
opatrne s tym vyvojom autonomnych aut a dronov!

nepouzivajte online modely (alebo si budte vedomi tisica rizik)

rigorozne Cistite data pred trénovanim vilastnych modelov — odstrante
vlastnosti (features), predchadzajte biasu

ochrante vlastné modely

studujte frameworky a modely, opisujuce Al rizika
budte si vedomi aj legislativnych obmedzeni
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